November 13, 2018
Vishal J. Amin
United States Intellectual Property Enforcement Coordinator
Office of Management and Budget
Executive Office of the President
intellectualproperty@omb.eop.gov
Re: Comments of the Consumer Technology Association Regarding the Development of
the Joint Strategic Plan
Thank you for the opportunity to submit comments on the ongoing IPEC effort to develop and
implement an intellectual property enforcement strategy to combat infringement. Consumer
Technology Association (CTA)TM is the trade association representing the $377 billion U.S.
consumer technology industry, which supports more than 15 million U.S. jobs. More than 2,200
companies – 80 percent are small businesses and startups; others are among the world’s best
known brands – enjoy the benefits of CTA membership including policy advocacy, market
research, technical education, industry promotion, standards development and the fostering of
business and strategic relationships. CTA also owns and produces CES® – the world’s gathering
place for all who thrive on the business of consumer technologies. Profits from CES are
reinvested into CTA’s industry services.
In comments on prior Joint Strategic Plans, CTA has stressed that national borders should not be
obstacles to legitimate trade, investment, and innovation. This stance is well aligned with the
Coordinator’s message, in the present Request for Public Comments, that we must “regard
America’s inventive and creative capacity as something that we must protect, promote and
prioritize.” In prior rounds CTA has led its Comments with strong and explicit support for
national and international measures against counterfeit goods. A continuation of this progress is
no less a priority today, and is addressed in detail below.
In accord with the Coordinator’s request for a focus on constraints on American innovation,
however, CTA leads its discussion by expressing deep concern over proposed IP-related
constraints on America’s Online Service Providers (“OSPs”), under consideration in the
European Union and elsewhere, that would hamper the operation and innovation of American
companies, as well as the right and ability of American consumers to receive information and
services. Accordingly CTA recommends that the next Joint Strategic Plan should include:

Protection from foreign impositions on or denial of U.S. users’ worldwide internet access
Recognition in IP of U.S. First Amendment and Public Domain values, including:
o International recognition of private noncommercial use and other fair uses
o Statutory damage reform / avoidance so that IP is not used to silence dissent
o Opposition to government “backdoors” to private encryption
A reliable framework for protecting the international flow of personal data, while
avoiding data localization
A direct right of action for US content providers against overseas infringers
A continued emphasis on combating counterfeit products
Oppose Link and Tax Mandates and Constraints on U.S. Online Service Providers
The proposals pending in the European Union to punish and constrain OSPs for the conduct of
their users (Article 13) and to tax news reporting (Article 11) are aimed at U.S. OSPs1 and are
directly contrary to U.S. and North American public policy as most recently iterated in the
USMCA.
Article 13 of the Digital Single Market (DSM) provision would impose mandatory
content filters as the only alternative to punishing OSPs for user conduct. While useful in
voluntary or safe harbor contexts, ex ante filtering cannot deal with speech, such as fair
use, satire, and parody, that is protected by U.S. laws and values.2 Such filters can be no
more than approximate in their operation, and are widely known to flag lawful content
and be subject to abusive claims.
Article 11 imposes a “link tax” on the identification of news articles. Such provisions
would stifle speech and have led to lawsuits rather than revenue for publishers.3
Although aimed at successful U.S. OSPs, these provisions would be even more damaging to
local startups. The United States, joined by Canada and Mexico, chose to avoid this direction in
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the Intellectual Property Chapter4 of the USMCA. Article 20.J.11 provides that each nation must
include:
(1)(b) limitations in its law that have the effect of precluding monetary relief
against Internet Service Providers for copyright infringements that they do not
control, initiate or direct, and that take place through systems or networks
controlled or operated by them or on their behalf.
This U.S. and North American policy commitment cannot live alongside provisions requiring
mandatory filters and takedowns.
The European Union is not the only arena for this contest of values and national laws. The
“ASEAN+6” nations, which include China and India, are negotiating an Intellectual Property
Chapter of a Regional Comprehensive Economic Partnership.5 Whether this agreement will
follow the North American or the apparent EU lead is very much in play.6 It seems fundamental
to IPEC’s mission to argue and lobby for the American approach.
Protect U.S. and Overseas Consumers’ Access to Online Information
U.S. internet users, personal and commercial, should not be subject to foreign restrictions on
public information, such as the “Right To Be Forgotten.” Yet litigation pending in the EU would
require U.S. OSPs to be punished for making factual information available to U.S. internet users.
Such provisions threaten both U.S. companies and U.S. consumers, as they would limit the
information available to U.S. internet users, and would punish U.S. companies for practices
undertaken to serve U.S. consumers. This threat is imminent. The Court of Justice of the
European Union (CJEU) is presently considering whether to penalize search engines for listing
content that U.S. consumers and businesses would otherwise be entitled to see.7
While constraints on U.S. citizens such as the “Right To Be Forgotten” are not formally
grounded in copyright, they are impositions on the Public Domain and the First Amendment,
which are organic to U.S. copyright principles. Copyright exclusions, exceptions, and
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limitations, such as the exclusion of ideas and the protection of scenes a faire, fair use, and first
sale, represent American principles protecting the freedom of information, ideas, and expression.
It should be a core IPEC obligation to insist that access to public information be respected
here and abroad.
Support Free Speech By Promoting Fair Use Principles
When cultural and technological innovators seek to build creatively on elements of previously
expressed ideas, they often enter what scholars have called “a culture of fear and doubt.”8 Fair
use, an exception to liability for infringement,9 is an American innovation to protect the free
expression of ideas – an embodiment of First Amendment principles.10 It has spurred creativity,
innovation, and free expression. In the face of potentially chilling statutory damages, codes of
consensus “best practices” based on fair use principles have provided at least some assurance to
librarians, documentary film producers, and technological innovators.11
Because secondary liability must be based on primary user conduct,12 the lack of a fair use
doctrine can expose U.S. and other OSPs to secondary liability for user-generated conduct –
outcomes contrary to our principles. As in the case of safe harbors, the global IP regime is
approaching an inflection point, at which American values will be either recognized or
constrained globally. It should be a part of IPEC’s mission to argue for workable outcomes as
achieved by U.S. principles such as fair use.
Importance to democracy movements. Democracy movements in nations important to U.S.
trade and security suffer if regional or local law does not recognize fair use or First Amendment
principles. Professor Yu discusses an example:
Since China’s resumption of sovereignty over Hong Kong in July 1997, the
protection of free speech, free press, and other civil liberties in Hong Kong has
always been the subject of heightened scrutiny by Western media. Greater
freedom in developing UGC would not only protect Hong Kong’s much-needed
reputation for free speech and free press, but would also enhance Hong Kong's
reputation as a city that respects and protects individual freedom. The protection
of such freedom is especially urgent following the shocking developments
8

Patricia Aufderheide and Peter Jaszi, Reclaiming Fair Use, 2d ed.,University of Chicago Press
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and the First Amendment: Comrades, Combatants, or Uneasy Allies? 67 Washington & Lee Law
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surrounding the umbrella movement and the increasing discontent among local
citizens.13
Support U.S. Statutory Damage Reform and Oppose Inordinate Impositions
Abroad
Even where limitations, exceptions, and defenses should apply, the mere possibility of out-ofscale statutory damages chills innovative risk-taking to supply new goods and services. In this
respect, U.S. law provides an extreme negative example that should not be copied or maintained.
As CTA noted in its 2015 Comments, the potential for out-of-scale awards grows along with the
scale of the internet itself. The most mundane businesses and services rely on “Big Data”
analysis for efficiency, planning, and marketing. This may entail access to and temporary or
transformative storage of or linking to a great many works – even for a service offered directly or
indirectly by a small business.
CTA has urged statutory damage reform since the time a member manufacturer was obliged to
“bet the company” on a paradigm-changing product, the consumer videocassette recorder
(“VCR”).14 This product was the first to afford consumers the choice of when and with whom
they would enjoy motion picture content. Ultimately the VCR created a new and substantially
larger market for content providers. Yet the first company to market VCRs to consumers had to
consider that the product’s copyright status was a “gray area” in U.S. law, and that therefore the
company faced potentially ruinous statutory damages if courts did not agree that it would be
legal to distribute this product to consumers. Sony Corporation remained safe from ruin for its
innovation and investment by the narrowest possible margin: a five-to-four vote, after rehearing,
in the United States Supreme Court. But a smaller pioneer of a successor technology, the Digital
Video Recorder (“DVR”), was essentially sued out of business.15
The chill of statutory damages has grown alongside courts’ consideration of secondary liability,
beyond the contributory infringement allegation considered in Sony. In Grokster16 the Supreme
Court, while essentially preserving Sony’s contributory safe harbor for products with
commercially significant non-infringing uses, opened the door to “inducement” liability for the
same conduct. This doctrine continues to evolve, so remains unclear to innovators and potential
plaintiffs alike. Plaintiffs and some courts17 also continue to bypass the Sony safe harbor for
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innovation by expanding the doctrine of vicarious liability. In such cases the trend is to seek
liability against investors and officers as well as the corporation,18 exposing them to potential
damage claims that would be ruinous for most individuals and families.19
CTA continues to urge, as it has to the USPTO in its Green Paper development,20 that U.S.
national and international policy focus on a workable and appropriate statutory damage scale for
the range of “gray area” innovation that may now be chilled:
• Widely distributed hardware and software products encounter large numbers of works so
innovators are potentially subject to massive claims for statutory damages.
• Online services are threatened by claims of direct as well as secondary liability.
• The innovation threatened is that of small businesses and startups as well as of established
companies, and concerns data as well as entertainment.
The potential of statutory damage claims in marginal cases to chill innovation and entry has been
well documented through exhaustive study,21 yet the benefits of giving plaintiffs the statutory
damage weapon in “gray area” cases has been scarcely documented, because current law does
not require any threshold determination that the remedy is appropriate to the case.22 In particular,
proponents of the status quo must come forward with evidence suggesting that the application of
statutory damage claims to service providers, where such awards can amount to trillions of
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See Michael A. Carrier, Copyright And Innovation: The Untold Story, 2012 Wisconsin L.
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dollars, actually provides meaningful marginal deterrence value.23 Anecdotal accounts suggest
that some of the most publicized judgments are far in excess of what defendants are able to pay,
which again raises questions about the marginal deterrence value of these massive sanctions.24 A
focus of discussion, therefore, should also be whether and to what extent the availability of
statutory damages actually does provide a deterrent against calculated infringement of copyright.
IPEC should support appropriately scaled relief here and abroad. Excessive statutory awards
are a tool that can be used against U.S. policy and commercial interests around the world.
Oppose U.S. and Foreign “Backdoor” Access To Private Communications
It is ironic that just as governments consider measures such as the “Right To Be Forgotten” in
the name of “privacy,” they also consider measures such as mandated “backdoors” to encryption,
which do pose a severe threat to both personal and corporate privacy and secrecy. While the U.S.
has periodically backed away from looking to impose “back doors” for official inspection of
encrypted transmissions,25 it has now joined other jurisdictions in considering the idea.26 Such
“backdoors” lessen confidence in both security and government.27 Official access to private
communications poses risks beyond any potential benefit. The risk to U.S. interests is even
greater if deployed by overseas entities and governments.
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Oppose Data Localization
Data localization regimes are trade restraints on successful international companies. They
impede operations and growth of U.S. OSPs without any public benefit, here or abroad. As a
recent analysis pointed out:
Localization barriers make it harder for domestic firms to use data from overseas
operations, which prevents them from using the centralized IT and analytical
platforms at the heart of data-driven innovation and trade. Localization barriers
discriminate against U.S. firms that use foreign data services by forcing them to
use or set up local services when they otherwise would not, creating duplicative
costs for businesses.28
In addition to hobbling international law enforcement,29 data localization helps governments
stifle dissent. For example, Vietnam, with a long history of stifling on-line dissent, is now
requiring OSPs to store data locally, where it will be accessible to authorities wishing to profile
citizens and monitor their activities and expression.30
The United States and its North American partners banned both data and facilities localization in
the USMCA.31 IPEC should now defend American law enforcement and First Amendment
principles by opposing data localization everywhere.
Support A Direct Right of Action Against Overseas Infringers
Complaints directed at lawful conduct of U.S. OSPs and providers of consumer electronics
products are often directed, in reality, at the conduct of offshore servers providing pirated
content. U.S. law and courts have rightly rejected the option of punishing the providers of lawful
goods and services, or, as discussed above, requiring them to filter goods or services against
possible misuse. While in theory it is possible to pursue overseas pirates in U.S. courts,32 it is
seldom practicable in the context of overseas servers. A direct right of action for U.S. rights
proprietors under foreign law could make meaningful relief possible. It should be an objective of
IPEC to establish such rights for U.S. interests.
28
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Enhance Measures Against Counterfeit Products
As noted at the outset, CTA has long encouraged IPEC’s mission of keeping counterfeit products
off U.S. markets. CTA applauds IPEC’s efforts and provides, below, an updated summary of its
recommendations for enhancement, as shared with the Senate Judiciary Committee on June 29 of
this year:
Access to government data on counterfeiting. A prime CTA recommendation has been
that, in order to warn consumers, businesses should have ready access to warnings compiled
by Customs and other authorities. As CTA advised IPEC, “government customs and
enforcement officials must share information and analysis with the makers and sellers of
legitimate products that are counterfeited, and vice versa.”33
Consumer, dealer, and law enforcement education. CTA manufacturer members use a
range of strategies to inform to consumers, dealers, repair professions and law enforcement
about counterfeiting challenges. These include training sessions for customs and border
officials, social media outreach, and the production of instructional videos.
Defensive product identification, authentication, and tracking. New technologies such as
blockchain create opportunities for protecting legitimate supply chains. Tools are available
for tracking and identification, component analysis, and the mutual sharing of information
with customs and enforcement officials, to avoid non-authentic components from infiltrating
final product supply chains, and to avoid counterfeits invading retail streams of commerce.34
Worldwide enforcement as to goods in transit. According to the French Association
Against Counterfeiting, a 2009 European court decision has meant that “most customs
regulations do not apply to goods, counterfeit or otherwise, in transit. … Since this case, there
has been a 65 percent decrease in seizures of infringing goods as well as an increase of
counterfeiting trade in and out of the European market (European Commission, 2014).”35
Consumer education and officials’ training. According to the National Intellectual Property Rights Coordination Center, consumer education and awareness on intellectual property
issues should focus more on counterfeit goods, and their potential for social and economic
damage. Such training should include consumer awareness, as well as appreciation of harm.
Similarly officials need to be trained to identify and take action, and consumer and official
awareness programs need to be coordinated.36
33

See, e.g., the compendium published by Jeremy M. Wilson, director of Michigan State
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Accurate CPSC product attribution. Counterfeits are sometimes mistakenly attributed to
the legitimate manufacturer when listed in the CPSC’s public database www.saferproducts.gov. Unfortunately, CPSC sometimes publishes consumer complaints even when product
identification (i.e. counterfeit or legitimate) is highly questionable. Even when the legitimate
manufacturer protests and asks that the report of counterfeit-caused harm be excluded, CPSC
generally moves forward with publication if the manufacturer cannot definitively show that
the counterfeit another manufacturer’s product. More, the CPSC sometimes publishes a
report even where the evidence (e.g., the counterfeit itself) isn’t preserved for examination.
Litigation against counterfeit sellers. eCommerce requires new partnership strategies
among brands, marketplace providers, and authorities. In a recent example,37 a product designer received notices from border agents, and notified the eCommerce marketplace
provider, Amazon. The designer, Vera Bradley, sued the seller for infringement, whereas the
marketplace provider, Amazon, sued the seller for breach of contract and impounded the
goods still in warehouse. Similarly, Alibaba has instigated litigation against counterfeiters in
connection with multiple brands on the grounds of breach of contract and harm to reputation.
In one particularly noteworthy case in China, Alibaba successfully established that counterfeit sellers can be liable to the platform whose services they misuse in connection with the
sale of counterfeit goods.38 However, as was noted at the Committee hearing referenced in
the Senate Finance Committee May 30, 2018 letter to stakeholders, there are presently
restrictions on the amount of information that authorities can share with brand owners and ecommerce companies.39 Congress and enforcement authorities should ensure that brands
owners and e-commerce companies have access to information to act quickly against
counterfeiters.40
Brand registry and best practices. Establishing best practices, such as a brand registry
initiative, takes testing and balancing against drawbacks, such as additional burdens for
private label sellers.41 It also requires continuous private and public sector outreach.42 More,
37
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it is important that online marketplaces providing third party sellers a platform for commerce
also facilitate prompt and effective removal of products that enable unsafe use or abuse. In
2017, Amazon launched a Brand Registry service that provides rights holders with text-and
image-based search capabilities and automated protections that use machine learning to
predict and prevent future defects. The 60,000 brands already enrolled in this service are
finding and reporting 99% fewer suspected infringements than before its launch.43 Some
registries, including Amazon’s Brand Registry, now include tools to proactively remove
infringing listings, reducing the burden on rights holders to file reactive notices on potential
counterfeits.
Cooperation with foreign governments. The USTR 2017 Out-of Cycle Review of Notorious Markets44 noted as “positive developments” since the 2016 review that several foreign
governments and registrars – UK, Netherlands, Spain, the EU – had taken positive steps as to
online markets, and others – Argentina, Thailand – with respect to physical markets. This
opens the door for enhanced private sector partnerships. Countries such as India have also set
up registries and made tools available.45
CTA appreciates this opportunity to provide its views.
Respectfully submitted,

Michael D. Petricone
Senior Vice President
Government Affairs
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